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Agenda

 Understanding True Digital Transformation, including Digital vs Digitalized Data

 Understanding how Annex 1 supports digitalized solutions

* Linking elements of contamination control through digitalization, including data correlation for
trending and pattern recognition

 Learning to source technological tools

 Applying digitalization strategies to contamination control data

* Identifying process specific points to consider, including data sources, data conversions and steps
to a true transformation under Annex 1

* |dentifying company/process transformation risks and developing appropriate counter measures

 Understanding Data Integrity considerations in both a CCS and for new technological tools
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Digitization: Digitized vs Digitalized Data
= conversion of paper-based records to digital records
Digitalization:

* Digitalization goes beyond this to transform the way that businesses

operate by leveraging the power of digital technologies to optimize processes,
increase efficiency, and improve decision-making.

 Digitalization uses advanced analytics to analyze Iarge volumes of contamination
control relevant data, the adoption of blockchain technology for secure data sharing
and tracking, and the use of artificial intelligence (Al) and robotics to improve

manufacturing and supply chain operations 4
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» Covid Impact Digitized vs Digitalized Data
« need for digital transformation

« Benefits
« Centralized data access
« Data Correlation
« Level of Data Analysis
« Efficiency of Data Management and Operations
« Real Time Monitoring and Immediate Detection of contamination events
* Preventive measures and Pattern recognition
« Compliance Considerations
* Productivity and Reduced Costs
* Integration and Interfacing
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O rg an I Z atl O n al I m p aCt How Digitally Advanced Is Your Sector?

. . . Lo An analysis of digital assets, usage, and labor.
Some of the most common organizational barriers to digital |
transformation are: a £E ,, 1285 5

High
High

« unclear vision and objective of digital

. Information & - - nowledge-
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OREgas B2B sectors
«———— W withthe poten-
tial to digitally
engage and
interact with
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» lack of leadership skKills.

)

« lack of organizational agility, rewards and
iIncentives that are not aligned to digital Fpion
transformation. R

o Labor-intensive
sectors with the

potential to
| provide digital
tools to their

o workforce

« unclear measurement and rewarding system.

« lack of employee' involvement and engagement 1 g | )
« employee’ resistance to change. etorswith e potsn: | witpowetilts  bealiodsecars

tial to further digitize digitize customer that lag across most



PDA 03-04 May

Parenteral Drug Association

XiZ” Microbial Contamination and Control Northbrookill

The need for new digital technologies in life science corporations, quality organisations, is no longer a point of discussion.
In fact, with data being all-present companies are exploring big data strategies and in doing so they are discovering facts
they didn’t know before.

A

Yet, at the same time, budget constraints, sustainability objectives, ¢

faster developments of products and services remain leading

Discontinuity

New process or

in strategic decision making. technology

» By sticking with them they ‘Can force continued investment
in the original product category, blinding developers to alternative
ways of thinking,” -Michael H. Elliot

Innovation Gap
“zone of Paralysis

Coimpetitive Advantage

« ‘Creating a zone of paralysis or innovation gap that in
today’s complex and extremely fast-moving global business
environment is almost impossible to catch-up Limit of competitive value

if not recognized early enough.’— Prof. Cor Molenaar.

v

Digitization for quality management / control
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».) Total Contamination Control Strategy

Not an isolated process .
Linking Elements of

Cleaning Validation Contamination Control

Utility
ﬁ Monitoring
f I
' 9 &
’ - - - 8
New impurities

Cleaning Verification Environmental
& Trending Log @

Management Monitoring




PDA 03-04 May

Parenteral Drug Association

XiZ” Microbial Contamination and Control Northbrookill

Steps for True Digital Transformation
1. Assess the current state

1. Define digital transformation goals including holistic, risk-based URS
— Use SMEs to identify process workflow for all CC elements
— ldentify data management risks
—  Create URS according to the process and risks identified
— Ensure URS does not include design requirements

2. ldentify data sources for all sites and all elements of CC
—  Facility design and activities
— Equipment
—  Personnel
—  Utilities
—  Premises
— Raw Materials & Excipients 9
—  Manufacturing Process
—  Environment (air, particle, micro, gas, cleanroom classification)
—  Supply chain
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Steps for True Digital Transformation

4. Choose data management, analysis and Al solution(s)

5. Develop a detailed process and data conversion plan including available resources and responsible
team

6. Rollout digital transformation solutions in achievable phases

7. Monitor and refine
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Create both current and future workflows for all contamination control relevant processes. For
each workflow step that includes data management, identify the data source, responsible
group, and other relevant parameters such as correlation parameters and time spent managing

the data. For example:

Current State: EM sampling program:
Responsible Department: QC Micro  Data Source: Paper Form in QMS
Responsible Group: Micro supervisors Time Spent: 0.5 min/sample site weekly

4 Future State: EM sampling program: )

Responsible Department: QC Micro  Data Source: Automated CC solution software
Responsible Group: Micro supervisors Time Spent: 0.5 min/sample site quarterly
Data Correlation: LIMS release data and QMS investigation )

N

10
Identifying Data Sources
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Cleaning Validation Current

State vs Digitalized State Cu rrent State

Repeat all

Manual

Review

Review Review

v Review of i product surface area calculations calculations if Execute Validation
change T worst-case A : change A

B Cleanability . — sharing of / Verify g evaluation Summary
require B udics €valuation RS equipment spread impact was validation report

found

sheets

. Manually

' Fill in data for - Manually

Change Cleaning Risk Cleaning Verify
required assessment assessment all products . calculate studies e rviork - B ribe Approye
email/ Cleanability manual sharing surface area acceptance it A ev?luajclon
~ process team Studies worst-case equipment on of criteria B other validation /
< . evaluation forms . equipment results

changes

Schedule
Monitoring

Calculated events
Initiate a Evaluate risk MAC/API/ Cleaning Validation s:rr:gi' Review AVutlc.)dma.ted Trending Capability
change/risk — change to Agents/Micro/all protocol and results ’ Audit Trails alidation and indices
evaluation worse case equations/all sample plan Schedule approv:e s:mmratrv analysis 11
selifple Pl Validation epor

events
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Sourcing Tech Tools

 Conduct research of available tools and technologies

— Online forums
— Conferences

 Work with technology vendors
— Partner with your tech vendors

 Leverage industry organizations such as PDA
— Consult for trusted industry tools as well as up and coming technologies

 Consider regulatory guidance
— E.g., special considerations for data integrity compliance

12

* Consider scope of resources available
— E.g., out of the box or configurable systems
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Annex 1 Revision & Digital Solutions

* Focus on risk-based approaches to contamination control

* Holistic approach to CCS
* Focus on Data Integrity

 Guidance on the use of Advanced Technologies, including automated
monitoring and control systems

- 13

How does Annex 1 Support Digitalized Solutions?
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REGULATIONS

EU Annex 1, Revision 2020:

* The development of the CCS requires thorough technical and process knowledge.

* Potential sources of contamination are attributable to microbial and cellular debris
(e.g. pyrogen, endotoxins)

« Particulate matter (e.g. glass and other visible and sub-visible particulates).
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REGULATIONS

EUANnex 1, Revision 2020:

Elements to be considered within a documented CCS should include (but are not limited to):

*  Prevention

« Trending,

« Investigation,

«  Corrective and preventive actions (CAPA),

* Root cause determination

« and the need for more comprehensive investigational tools.
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REGULATIONS

EUAnnex 1, Revision 2020:
Equipment monitoring requirements should be defined in “user requirements specifications” and
during early stages of development, and confirmed during qualification.

Process and equipment alarm events should be reviewed and approved and evaluated for trends.

The frequency at which alarms are assessed should be based on their criticality (with critical
alarms reviewed immediately).
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REGULATIONS

EU Annex 1, Revision 2020:

Results for critical parameters and critical quality attributes of high risk
utilities should be subject to regular trend analysis to ensure that system

capabilities remain appropriate.
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Strategy - Digitilization

« Enforcing Best Practices and CCS

« Automating Worst Case Analysis/Highest Risk Product/APIs
 ldentifying High Risk Areas/Equipment Areas

« Automating HBELSs calculations (MSC/MACOQO)

* Dirty Hold Time & Clean Hold Time Trends

* Analysis for Root Cause Determination

« Automated Utility and EM excursion notifications

« Digitizing HVAC filter qualification 8
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Contamination Control Multifaceted Trending

Microorganis‘m Method

o Product Lot

Utility Type
.................. ¢ Location
shift ¢
Equipment Used
Person

e
Date R
Type of Sample ate Range
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Strategy - Powerful Trending Tools

* Preventive trending across all elements

* Routine trending for product release and state of control
* Investigational Trending

* Post Corrective Trending

25
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1.0
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5.0 Bacteria Alert
40
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Dates

W A7, Table 3 (Bacteria) Slope: -0.01048, Intercept: 0.357931 21

@ A8, Infront of S cabinets (Bacteria) Std.: 0.85606, Mean: 0.19298
@ A9, E area, in front of glove rack (B acteria) Bacteria [Zero: 52), (Non-Zero: 5)
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Tabular Result Report

Filter: Date test done: Mar 1, 2021-Apr 7, 2022
ID Code: H1 - Room 137
Test Type: Air Sample, Air Sample USP

ID Code Room Location Date test done Bacteria Yeast/Mold Lot Number Micro-organism ID
H1-Room 137 Room 137 A1 Mar 2, 2022 0 0 - -
H1 - Room 137 Room 137 A1 Mar 4, 2022 0 0 Ito234 -
H1-Room 137 Room 137 A1 Mar 9, 2022 0 0 to234 -
H1 - Room 137 Room 137 A1 Mar 22, 2022 0 0 4233 -
H1 - Room 137 Room 137 A1 Mar 22, 2022 1 0 4233 -
H1 -Room 137 Room 137 A1 Mar 22, 2022 5 0 i 4233 -

Summary of Tests

Zeros Positives Alerts Actions
Total Valid Results
Count % Count % Count % Count % 22

4 66.67 2 33.33 0 0.00 0 0.00 6
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Recovery Rate Reporting

Preventive Trending - Q5

6
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Environmental

L Post Corrective Trending

101.0

T otal Action
90.9

80.8
707

60.6

Total Alert

Cleaning event -
40.4

303
202

101

*
0.0 3 e
Jul16,21 Jul 20,21 Jul24,21 Jul28,21 Aug1,21 Augh.21 Aug8 21 Augl3, 21 Augl7,21 Aug21,21 Aug25,21 Aug29,21 Sep2,21 Sepb, 21

Dates

B A10(Total) Slope: -0.82833, Intercept: 29.04435
@ A1l (Total) Std.: 11.82032, Mean: 6.88095
o Al2(Total) Total [Zero: 24), (Non-Zero: 18)



PDA : ! N .
<22  Microbial Contamination and Control

Midwest Chapter

Trending and Data Ar
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alysis

* Awell-designed, trending program is

oowerful.

— CC data must be analyzed; not simply reported
« What information does the data provide?

 What conclusions can be drawn?
* Are new risks identified?
» Does any action need to be taken?

« Critical and detailed data analysis can greatly facilitate

— Effectiveness of the CCS

— Root cause analyses

— Batch impact assessments

— Continuous improvement of CCS

— Continuous improvement of the processes monitored
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True Digital Transformation Risk Considerations

Manage Digitalization Risks

Data integrity & Compliance risks

— Identify all compliance requirements and manage compliance at the workflow step level
— Consider all ALCOA+ elements as well as corresponding verification and validation activities

«  Cybersecurity risks
— Implement robust security measures, such as firewalls, intrusion detection systems, and encryption, as well as training
employees on cybersecurity best practices
«  Technical challenges

Cultural challenges

— Employees may be resistant to changes in the way they collect, manage, and analyze data, which can impact the
success of the digital transformation.

— Involve employees in the planning and implementation process, providing training and support to ensure they are
comfortable with the new system, and communicating the benefits of the digital transformation to build buy-in and
support.

System Downtime

— Perform testing and validation of the new system prior to implementation, as well as having backup systems and
contingency plans in place to minimize the impact of any disruptions.

. Cost

— ldentify Business Ready Solutions as much as possible 27
—  Perform cost-benefit analysis to identify potential cost savings and return on investment
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Data Integrity Considerations

* FDA - Data Integrity and Compliance With Drug CGMP Questions and Answers, Guidance for Industry (December
2018)

* MHRA - ‘GXP’ Data Integrity Guidance and Definitions (March 2018)

* PIC/S - Good Practices for Data Management and Integrity in Regulated GMP/GDP environments (November 2018)
e EMA - Data integrity (August 2016)

*  WHO - Annex 5: Guidance on good data and record management practices |

e Parenteral Drug Association (PDA): Elements of a Code of Conduct for Data Integrity
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Planning for Data Integrity Compliance

/ Workflow step: EM sampling

 Responsible Department: QC Micro
 Data Source: EM Mobile Tablet Solution
 Responsible Group: EM Sampler
 Time Spent: 2 min/sample site
e Attributable

 Legible
 Contemporaneous
OQOriginal

e Accurate
e Complete

. Consistent
Enduring
* Available
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Planning for Data Integrity Compliance

-

Workflow step: Results Review

 Responsible Department: QC Micro
Data Source: EM LIMS Solution + Audit Trail Review
Responsible Group: EM Reviewer/Supervisor

Time Spent: 1 min/sample site

Attributable
Legible

* Contemporaneous

\_ )

Original
Accurate
Complete
Consistent
Enduring
Available
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Aggressively introducing the use
of new digital technologies and

1651 1 H Business-IT goals are aligned at business models to increase
Dlgltal Maturlty Of an Enterprlse enterprise level around the efficiency. Ecosystem awareness

creation of digital products and . and feedback is a constant input
Business has identified the experiences, but not vyet to innovation.
need developing a digitally focused on the disruptive ¢

potential of digital initiatives.

enhanced process, but the Optimal integration, data

I
execution is not predictable ? : transparency, modelling according
Business and IT digital nor repeatable. 1 : _digital capabilities, continues
initiatives are ¢ ® : I improvement.
disconnected, poorly I DISRUPTOR @
aliined twif'fh str::njtegy, ? II
Z:ocegfimp?(iSZ;enin i ETRANSFORM ER
S P o ___ .
___________ PLAYER ; leader, providing world-class digital 1

support, integration and services, and:

Asynchronous and -
end-user experiences.

not integrated

|
Processes loosely connected ‘
®

|
|
|
|
: but not truly innovative.
g . _ .
I | Digitally are inconsistent and .'ntegrate‘j' synergistic
1 ® processes poorly integrated business-IT management
. __ disciplines deliver digitally
enabled product/ service
ANALOG Weak process support and using digital experiences on a
technology only to counter threats continuous basis.
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Your data is not just a collection of data !

It’s a collection of

that supports your
operations with value-adding
Insights, that are to-the-point and
accurate.

Built for purpose, “ ”

regulatory compliant quality- -
process management applications

should provide holistic, global

contamination control analysis. 3
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Phone: 1-514-686-5135
Over 10 years experience defining User Requirements for Pharmaceutical and Biotech
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